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I. Real Party in Interest 

The assignee of the present embodiments is Trimble Navigation Limited. 
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II. Related Appeals and Interferences 

There are no related appeals or interferences known to the Appellants. 
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III. Status of Claims 

Claims 1-4, 6, 9-11, 16, 17, 20, 25, 29-33 and 35 are pending. Claims 1- 
4,6,9-11, 16, 17, 20, 25, 29-33 and 35 are rejected. Claims 5, 7, 8, 12-15, 18, 
1 9, 21-24, 28 and 34 are canceled. This Appeal involves Claims 1 -4, 6, 9-11,1 6, 
17, 20, 25, 29-33 and 35. 
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IV. Status of Amendments 

All proposed amendments have been entered. An amendment 
subsequent to the Final Action has not been filed. 
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V. Summary of Claimed Subject Matter 

Claim 1 pertains to a method of transmitting secured data (page 2, lines 
20-25). The method includes: 

utilizing a first key to encrypt a payload by a mobile device (page 1 1 , lines 
16-17; 610 of Fig. 6); 

adding a header to the encrypted payload to form a data packet by the 
mobile device (Fig. 5B; page 1 1 , lines 1 7-1 8; 61 2 of Fig. 6), wherein the payload 
comprises GPS location of the mobile device (page 4, lines 20-26; page 11, lines 
12-13); 

utilizing a second key to encrypt the first key by the mobile device (page 7, 
lines 25-26; 608 of Fig. 6; page 12, lines 18-20); 

utilizing a third key to encrypt the data packet by said mobile device (Fig. 
5C; page 11, lines 23-25); 

transmitting the encrypted first key separate from the encrypted data 
packet to a wireline device in a first transmission from the mobile device (page 8, 
lines 1-3; page 12, lines 21-25), wherein the wireline device decrypts the 
encrypted first key (page 8, lines 6-7); 

transmitting only the encrypted data packet without the first key over a 
wireless link to a gateway in a second transmission from the mobile device (page 
11, lines 25-30; block 616 of Fig. 6; page 14, lines 4-5), wherein the gateway 
decrypts the encrypted data packet to recreate the encrypted payload and the 
header (page 10, lines 5-6), and forwards the encrypted payload and the header 
to the wireline device over an open network (page 10, lines 7-8); and 

utilizing the wireline device and the first key from the first transmission to 
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decrypt the encrypted payload (page 12, lines 6-9). 

Claim 6 pertains to a device for transmitting secured data over a wireless 
link. The device includes: 

an encryption engine which generates a first key (606 of Fig. 6; page 12, 
lines 18-20), encrypts a payload according to the first key (610 of Fig. 6; page 13, 
lines 22-23) adds a header to the encrypted payload to form a data packet (612 
of Fig. 6; page 13, lines 29-30), encrypts the first key according to a second key 
(608 of Fig. 6; page 12, lines 18-20), and encrypts the data packet according to a 
third key (Fig. 5C; page 11, lines 23-25), wherein the payload comprises GPS 
location information obtained by the device and regarding a geographical location 
of the device (page 4, lines 20-26; page 1 1 , lines 1 2-1 3); and 

a wireless transceiver coupled to the encryption engine (Fig. 2; page 6, 
lines 16-22), the wireless transceiver transmitting the encrypted first key separate 
from the encrypted data packet to a server in a first transmission from the device 
(page 8, lines 1-3; page 12, lines 21-25) and transmitting only the encrypted data 
packet without said first key over the wireless link to a gateway in a second 
transmission from the device (block 616 of Fig. 6; page 14, lines 4-5), wherein 
the gateway decrypts the encrypted data packet to recreate the encrypted 
payload and the header (page 10, lines 5-6), and forwards the encrypted payload 
and the header to the server over an open network (page 10, lines 7-8); 

wherein the server decrypts the encrypted first key received in the first 
transmission and decrypts the encrypted payload of the second transmission 
using the decrypted first key (page 12, lines 6-9). 
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Claim 10 pertains to a method for secured communication between a 
mobile device and a server on a wide area network. The method includes: 

encrypting a payload at the mobile device using a first session key (block 
610 of Fig. 6; page 13, lines 22-24), wherein the payload includes GPS location 
information obtained by the mobile device and associated with a geographical 
location of the mobile device (page 4, lines 20-26; page 1 1 , lines 1 2-1 3); 

encrypting the first session key at the mobile device using a public key 
(page 7, lines 25-26; 608 of Fig. 6; page 12, lines 18-20); 

transmitting the encrypted first session key separate from an encrypted 
data packet to the server over a wireless link in a first transmission from the 
mobile device (page 8, lines 1-3; page 12, lines 21-25); 

decrypting the encrypted first session key at the server (page 13, lines 9- 

14); 

adding a header to the encrypted payload to form a data packet at the 
mobile device (Fig. 5B; page 1 1 , lines 1 7-1 8); 

encrypting the data packet according to a second session key configured 
for secured communications over the wireless link (Fig. 5C; page 1 1 , lines 22- 
30); and 

transmitting only the encrypted data packet without said first key in a 
second transmission from the mobile device to a gateway which decrypts the 
encrypted data packet to recreate the encrypted payload and the header (page 
11, lines 25-30; block 616 of Fig. 6; page 14, lines 4-5), and forwards the 

encrypted payload and the header to the server (page 10, lines 7-8); 
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wherein the server utilizes the decrypted first session key, decrypted from the 
first transmission, to decrypt the encrypted payload (page 9, line 27 - page 10, 
line 3). 

Claim 29 pertains to a computer readable storage medium comprising 
program instructions for performing a method including: 

encrypting a payload according to a first key (block 610 of Fig. 6; page 13, 
lines 22-24), wherein said payload comprises GPS location of a mobile device 
(page 4, lines 20-26; page 11, lines 12-13); 

adding a header to the encrypted payload to form a data packet (Fig. 5B; 
page 11, lines 17-18); 

encrypting the first key according to a second key (608 of Fig. 6; page 12, 
lines 18-20); 

encrypting the data packet according to a third key configured for secured 
communications over a wireless link (Fig. 5C; page 1 1 , lines 23-25); 

transmitting the encrypted first key separate from the encrypted data 
packet to a server in a first transmission from said mobile device (page 8, lines 1- 
3; page 12, lines 21-25); and 

transmitting only the encrypted data packet without said first key over the 
wireless link to a gateway in a second transmission from the mobile device (block 
616 of Fig. 6; page 14, lines 4-5), wherein the gateway decrypts the encrypted 
data packet to recreate the encrypted payload and the header (page 10, lines 5- 
6, and forwards the encrypted payload and the header to the server (page 10, 

lines 6-7), and wherein the server decrypts the encrypted first key received in the 
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first transmission and decrypts the encrypted payload using the decrypted first 
key (page 9, line 27 - page 1 0, line 3).. 
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VI. Grounds of Rejection to be Reviewed on Appeal 



1 . Claims 1 -4, 6, 9-11,16,1 7, 20, 25, 29-33 and 35 are rejected under 
35 U.S.C. 103(a) as being unpatentable over Spies et al. (US 6,055,314), 
hereinafter referenced as "Spies," in view of Inoue et al. (US 6,501 ,767) 
hereinafter referenced as "Inoue". 
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VII. Arguments 



1. Whether Claims 1 -4, 6, 9-1 1 , 1 6, 1 7, 20, 25, 29-33 and 35 are patentable 
over the combination of Spies and Inoue. 



The instant Office Action states that Claims 1 -4, 6, 9-11,16,1 7, 20, 25, 
29-33 and 35 are rejected under 35 U.S.C. §1 03(a) as being unpatentable over 
the combination of Spies and Inoue. Appellants respectfully submit that Claims 1- 
4, 6, 9-11,16,1 7, 20, 25, 29-33 and 35 are patentable over the combination of 
Spies and Inoue for at least the following rationale. 



Claim 1 recites (emphasis added): 

A method of transmitting secured data, the method comprising: 

utilizing a first key to encrypt a payload by a mobile device : 
adding a header to the encrypted payload to form a data packet by said 
mobile device, wherein said payload comprises GPS location of said 
mobile device : 

utilizing a second key to encrypt the first key by said mobile device; 
utilizing a third key to encrypt the data packet by said mobile 
device; 

transmitting the encrypted first key separate from the encrypted data 
packet to a wireline device in a first transmission from said mobile device, 
wherein the wireline device decrypts the encrypted first key; 

transmitting only the encrypted data packet without said first key 
over a wireless link to a gateway in a second transmission from said 
mobile device, wherein the gateway decrypts the encrypted data packet to 
recreate the encrypted payload and the header, and forwards the 
encrypted payload and the header to the wireline device over an open 
network; and 

utilizing the wireline device and the first key from the first 
transmission to decrypt the encrypted payload. 
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Independent Claims 6, 1 0 and 29 recite similar embodiments. Claims 2-4, 9, 1 1 , 
16,17, 20, 25, 26, 30-33 and 35 that depend from Claims 1 , 6, 1 0 and 29 
respectively, also include these embodiments. 

"As reiterated by the Supreme Court in KSR, the framework for the 
objective analysis for determining obviousness under 35 U.S.C. 103 is stated in 
Graham v. John Deere Co., 383 U.S. 1, 148 USPQ 459 (1966). Obviousness is 
a question of law based on underlying factual inquiries" including "[ascertaining 
the differences between the claimed invention and the prior art" (MPEP 2141(11)). 
"In determining the differences between the prior art and the claims, the question 
under 35 U.S.C. 103 is not whether the differences themselves would have been 
obvious, but whether the claimed invention as a whole w ould have been obvious" 
(emphasis in original; MPEP 2141 .02(1)). Appellants note that "[t]he prior art 
reference (or references when combined) need not teach or suggest all the claim 
limitations, however, Office personnel must explain why the difference(s) 
between the prior art and the claimed invention would have been obvious to one 
of ordinary skill in the art " (emphasis added; MPEP 2141(111)). 

Moreover, Appellants respectfully note that "[a] prior art reference must be 
considered in its entirety, i.e., as a whole , including portions that would lead away 
from the claimed invention" (emphasis in original; MPEP 2141.02(VI); W.L. Gore 
& Associates, Inc. v. Garlock, Inc., 721 F.2d 1540, 220 USPQ 303 (Fed. Cir. 
1983), cert, denied, 469 U.S. 851 (1984)). 

TRMB-T1 1 702 Serial No.: 09/927,928 

Group Art Unit: 2437 

13 



First, Appellants respectfully submit that Spies does not teach or suggest 
"utilizing a first key to encrypt a payload by a mobile device ," as claimed 
(emphasis added). Appellants respectfully submit that Spies teaches away from 
"utilizing a first key to encrypt a payload by a mobile device ," as claimed 
(emphasis added). Appellants understand Spies to disclose a non-mobile 
device , at the location of a video content provider , that encrypts a payload. In 
particular, Spies discloses "a video content provider 22 includes a cable operator, 
a television station, and a movie studio " (col. 4, lines 65-66; emphasis added). In 
regards to the non-mobile device, Spies discloses "[a] video encryption device at 
the video content provider supplies a video data stream in encrypted format on a 
digital video disk" (col. 3, lines 42-45; emphasis added), and "[t]he provide 
computing unit 34 might be configured as a continuous media server that 
transmits video programs over a distribution network... or a reproduction 
mechanism that transfers video content programs onto portable media for mass 
distribution (e.g., digital video disks)" (col. 5, lines 25-33). 

Accordingly, by disclosing (1) a continuous media server or (2) a 
reproduction mechanism that transfers video content programs onto DVD's that 
remain stationary at the location of a cable operator, television station or a movie 
studio, Appellants respectfully submit that Spies teaches away from "utilizing a 
first key to encrypt a payload by a mobile device ," as claimed (emphasis added). 
Also, Appellants agree with the instant Office Action that states "Spies fails to 

particularly disclose wherein the device is a mobile device" (page 5.) 
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Second, Appellants respectfully submit that the combination of Spies and 
Inoue would render Spies unsatisfactory for its intended purpose. Appellants 
understand an intended purpose of Spies is to encrypt video data at the video 
content provider (e.g., cable operator, television station or a movie studio) by a 
stationary provider computing unit (e.g., server or reproduction mechanism that 
transfers video content programs onto DVD's). Appellants understand Inoue to 
disclose mobile devices "moving over different address spaces" (abstract). In 
particular, Inoue discloses "a user carries along a portable computer terminal and 
makes communications while moving over networks" (col. 1, lines 43-44). 
Accordingly, combining Spies and Inoue would modify a non-mobile server or 
reproduction mechanism located at a video content provider to a mobile server or 
reproduction mechanism that are carried around over different address spaces, 
such as away from the video content provider. Therefore, Appellants respectfully 
submit that the combination of Spies and Inoue would render Spies 
unsatisfactory for its intended purpose. 

Third, Appellants respectfully submit that the combination of Spies and 
Inoue would change the principal operation of Spies. Appellants understand a 
principal operation of Spies is to encrypt video data at the video content provider 
(e.g., cable operator, television station or a movie studio) by a stationary provider 
computing unit (e.g., server or reproduction mechanism that transfers video 
content programs onto DVD's). Appellants understand Inoue to disclose mobile 
devices "moving over different address spaces" (abstract). In particular, Inoue 
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discloses "a user carries along a portable computer terminal and makes 
communications while moving over networks" (col. 1, lines 43-44). Accordingly, 
combining Spies and Inoue would change the principal operation of Spies to a 
mobile server or reproduction mechanism that are carried around over different 
address spaces, such as away from the video content provider. Therefore, 
Appellants respectfully submit that the combination of Spies and Inoue would 
change the principal operation of Spies. 

Fourth, Appellants respectfully submit that Spies does not teach or 
suggest and is silent in regards to "said payload comprises GPS location of said 
mobile device," as claimed (emphasis added). Appellants understand Spies to 
disclose a video payload. In particular, Spies discloses "Fig. 4 shows packet 
Pi...[i]t contains security header 72 and a video data payload 74" (col. 9, lines 
52-53). Accordingly, Appellants respectfully submit that Spies does not teach or 
suggest and is silent in regards to "said payload comprises GPS location of said 
mobile device," as claimed (emphasis added). 

Moreover, Inoue does not overcome the deficiencies of Spies. Appellants 
understand Inoue to teach or suggest "[a] packet relay device for relaying 
packets having an address of the mobile computer device as a destination or 
source is provided at a border between a private address space and a global 
address space " (abstract, emphasis added). Moreover, Appellants do not 
understand a global address space to disclose a global positioning system (GPS) 
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location. Inoue does not teach or suggest "said payload comprises GPS location 
of said mobile device," as claimed (emphasis added). 

Appellants respectfully submit that the combination of Spies and Inoue, as 
a whole, does not satisfy a prima facie case of obviousness under 35 U.S.C. 
§1 03(a). Therefore, Appellants respectfully submit that Claims 1,6, 10 and 29 
are in a condition for allowance. Appellants respectfully submit that the 
combination of Spies and Inoue also does not render obvious the additional 
claimed features as recited in Claims 2-4, 9, 11, 16, 17, 20, 25, 26, 30-33 and 35 
that depend from Claims 1,6, 10 and 29, respectively. Therefore, Claims 2-4, 9, 
1 1 , 1 6, 1 7, 20, 25, 26, 30-33 and 35 are in a condition for allowance as being 
dependent on an allowable base claim. 
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Conclusion 

Appellants believe that pending Claims 1, 2, 4-16 and 18-21 are 
patentable over the asserted art. 

Accordingly, Appellants respectfully submit that the rejections of Claims 1- 
4, 6, 9-11,16,1 7, 20, 25, 29-33 and 35 are improper and should be reversed. 

Appellants wish to encourage the Examiner or a member of the Board of 
Patent Appeals to telephone the Appellants' undersigned representative if it is felt 
that a telephone conference could expedite prosecution. 



Respectfully submitted, 
Wagner Blecher LLP 



Date: December 20. 2010 /John P. Wagner. Jr./ 

John P. Wagner, Jr. 
Registration Number: 35,398 



Wagner Blecher LLP 
Westridge Business Park 
1 23 Westridge Drive 
Watsonville, CA 95076 
408-377-0500 
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VIII. Appendix - Clean Copy of Claims on Appeal 



1 . A method of transmitting secured data, the method comprising: 
utilizing a first key to encrypt a payload by a mobile device; 

adding a header to the encrypted payload to form a data packet by said mobile 
device, wherein said payload comprises GPS location of said mobile device; 

utilizing a second key to encrypt the first key by said mobile device; 

utilizing a third key to encrypt the data packet by said mobile device; 
transmitting the encrypted first key separate from the encrypted data packet to a 
wireline device in a first transmission from said mobile device, wherein the 
wireline device decrypts the encrypted first key; 

transmitting only the encrypted data packet without said first key over a 
wireless link to a gateway in a second transmission from said mobile device, 
wherein the gateway decrypts the encrypted data packet to recreate the 
encrypted payload and the header, and forwards the encrypted payload and the 
header to the wireline device over an open network; and 

utilizing the wireline device and the first key from the first transmission to 
decrypt the encrypted payload. 

2. The method of claim 1 , wherein the first key comprises a symmetric key. 

3. The method of claim 1 , further comprising: 

transmitting the encrypted first key to the wireline device, wherein the 
wireline device decrypts the encrypted first key using a private key associated 
with the second key. 

4. The method of claim 1 , wherein the third key comprises a symmetric 
session key. 

6. A device for transmitting secured data over a wireless link, the device 
comprising: 
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an encryption engine which generates a first key, encrypts a payload 
according to the first key, adds a header to the encrypted payload to form a data 
packet, encrypts the first key according to a second key, and encrypts the data 
packet according to a third key, wherein the payload comprises GPS location 
information obtained by the device and regarding a geographical location of the 
device; and 

a wireless transceiver coupled to the encryption engine, the wireless 
transceiver transmitting the encrypted first key separate from the encrypted data 
packet to a server in a first transmission from the device and transmitting only the 
encrypted data packet without said first key over the wireless link to a gateway in 
a second transmission from the device, wherein the gateway decrypts the 
encrypted data packet to recreate the encrypted payload and the header, and 
forwards the encrypted payload and the header to the server over an open 
network; 

wherein the server decrypts the encrypted first key received in the first 
transmission and decrypts the encrypted payload of the second transmission 
using the decrypted first key. 

9. The device of claim 6, wherein the first key comprises a symmetric key. 

10. A method for secured communication between a mobile device and a 
server on a wide area network, the method comprising: 

encrypting a payload at the mobile device using a first session key, 
wherein the payload includes GPS location information obtained by the mobile 
device and associated with a geographical location of the mobile device; 
encrypting the first session key at the mobile device using a public key; 

transmitting the encrypted first session key separate from an encrypted 
data packet to the server over a wireless link in a first transmission from the 
mobile device; 

decrypting the encrypted first session key at the server; 
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adding a header to the encrypted payload to form a data packet at the 
mobile device; 

encrypting the data packet according to a second session key configured for 
secured communications over the wireless link; and 

transmitting only the encrypted data packet without said first key in a 
second transmission from the mobile device to a gateway which decrypts the 
encrypted data packet to recreate the encrypted payload and the header, and 
forwards the encrypted payload and the header to the server; 
wherein the server utilizes the decrypted first session key, decrypted from the 
first transmission, to decrypt the encrypted payload. 

1 1 . The method of claim 1 0 wherein the decrypting the encrypted first session 
key at the server further comprises: 

decrypting the encrypted first session key at the server using a private key 
associated with the public key. 

16. The method of claim 1 0, further comprising: 

generating the first session key at the mobile device based on a random number. 

1 7. The method of claim 1 0, wherein the encrypting the payload at the mobile 
device using the first session key further comprises: 

encrypting the payload at the mobile device using the first session key, wherein 
the first session key employs an encryption algorithm selected from a group of 
encryption algorithms consisting of DESX and DES. 

20. The method of claim 1 , further comprising: 

implementing an encryption algorithm selected from a group of encryption 

algorithms consisting of DESX and DES. 
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25. The method of claim 1 , wherein the data packet includes GPS location 
information obtained by the wireless device and associated with a geographical 
location of the wireless device. 

26. The method of claim 1 , further comprising: 
utilizing a random number to generate the first key. 

27. The device of claim 6, further comprising: 

a memory coupled to the encryption engine, wherein the memory stores 
the second key, and wherein the encryption engine accesses the second key 
from the memory. 

29. A computer readable storage medium comprising program instructions for 
performing a method comprising: 

encrypting a payload according to a first key, wherein said payload 
comprises GPS location of a mobile device; 

adding a header to the encrypted payload to form a data packet; 

encrypting the first key according to a second key; 

encrypting the data packet according to a third key configured for secured 
communications over a wireless link; 

transmitting the encrypted first key separate from the encrypted data 
packet to a server in a first transmission from said mobile device; and 

transmitting only the encrypted data packet without said first key over the 
wireless link to a gateway in a second transmission from the mobile device, 
wherein the gateway decrypts the encrypted data packet to recreate the 
encrypted payload and the header, and forwards the encrypted payload and the 
header to the server, and wherein the server decrypts the encrypted first key 
received in the first transmission and decrypts the encrypted payload using the 
decrypted first key. 

30. The computer readable storage medium of claim 29, wherein the first key 
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comprises a symmetric key. 

31 . The computer readable storage medium of claim 29, wherein the method 
further comprises: 

receiving the data packet at the gateway; 

decrypting the data packet at the gateway according to the third key; 
forwarding the encrypted payload to the server; 
receiving the encrypted first key at the server; 
decrypting the encrypted first key using a fourth key; and 
decrypting the payload according to the decrypted first key. 

32. The computer readable storage medium of claim 29, wherein the first key 
comprises a symmetric session key. 

33. The computer readable storage medium of claim 29, wherein the method 
further comprises: 

implementing an encryption algorithm selected from a group of encryption 
algorithms consisting of DESX and DES. 

35. The computer readable storage medium of claim 32, wherein the 
symmetric session key is generated based on a random number. 
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IX. Evidence Appendix 

No evidence is herein appended. 
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X. Related Proceedings Appendix 
No related proceedings. 
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